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Chinese Wall Policy

Effective from April 05, 2024

Purpose

The Chinese Wall Policy of Shannon Advisors Private Limited ("the Company") is designed to
maintain confidentiality, integrity, and trust in all business activities by preventing the unauthorized
flow of sensitive information between different departments within the organization.

Scope

This policy applies to all employees, contractors, and affiliates of Shannon Advisors Private
Limited who have access to sensitive or confidential information as part of their roles and
responsibilities.

Definitions

e Chinese Wall: Refers to the virtual barrier established within the Company to prevent the
exchange of confidential information between different departments or individuals who may
have conflicting interests.

e Sensitive Information: Includes, but is not limited to, client data, market insights, investment
strategies, financial reports, research findings, and any proprietary information related to the
Company's business activities.

Policy Guidelines
a) Information Segregation

e Employees must segregate sensitive information based on the nature of their work and
avoid sharing such information with individuals or departments that do not have a
legitimate need-to-know.

e Departments such as advisory, research, compliance, and trading must maintain separate
databases and communication channels to prevent unauthorized access to sensitive data.

b) Access Controls

e  Access to sensitive information is restricted based on job roles and responsibilities.
o Employees must undergo training on data protection, confidentiality, and compliance with

the Chinese Wall Policy.
e Any changes in access permissions must be authorized by the relevant department heads or

the compliance team.
¢) Communication Protocols

e Employees must use secure communication channels and follow designated protocols when
sharing sensitive information within the organization.

e Written approvals or documented justifications may be required for the exchange of
information across departments that are separated by the Chinese Wall.
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d) Compliance Oversight

* The Compliance Department is responsible for overseeing the implementation and
enforcement of the Chinese Wall Policy.

* Regular audits and monitoring activities will be conducted to ensure compliance with the
policy guidelines.

* Any breaches, violations, or suspicious activities related to the Chinese Wall Policy must
be reported to the Compliance Department immediately.

e) Training and Awareness

¢ The Company will provide regular training sessions and awareness programs to educate
employees about the Chinese Wall Policy, confidentiality obligations, and ethical conduct.

* Employees are required to acknowledge their understanding and adherence to the policy
during onboarding and at regular intervals as per the Company's training schedule.

5. Consequences of Non-Compliance

Violations of the Chinese Wall Policy may result in disciplinary action, including but not limited
to warnings, suspension, termination of employment, and legal consequences in accordance with
applicable laws and regulations.

6. Policy Review and Updates

This policy will be reviewed periodically to ensure its effectiveness and relevance. Updates or
revisions to the Chinese Wall Policy will be communicated to all employees, and training will be
provided as necessary to ensure compliance.

By adhering to the Chinese Wall Policy, employees of Shannon Advisors Private Limited contribute to
maintaining a secure and ethical work environment while upholding the trust and confidence of clients
and stakeholders.
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